
 

 

 

 

GENERAL TERMS AND CONDITIONS OF USE – TELEMAINTENANCE  

 
 
The general Terms and Conditions govern the conditions of use of Telemaintenance for retail customers (consumers) who subscribe  
 
  1 DEFINITIONS 
 
“Application”: the MyBrand application available on smartphone or tablet computer 
devices on which the Customer can use the Service and set the relative 
configurations. 
”Authorised repairer” an approved repairer of the Vehicle manufacturer’s network 
authorised to carry out repairs on the Vehicle. 
“Brand”:  the relevant brand of the Manufacturer 
”Customer”: the consumer customer of a Vehicle, whether it be owned or leased, in 
the case of a lease with option to purchase. 
“Manufacturer”: the relevant manufacturer of the Vehicle. 
“MyBrand”: the name of the Application corresponding to the relevant brand of 
Vehicle eg MyPeugeot 
”Over the Air” technology: all communications without physical network link (e.g. 
GSM 4G, WiFi). 
“Preferred Authorised repairer”: the Authorised repairer chosen by the Customer 
when he sets up his Application account. If no Authorised repairer is stated in 
the Application account of the Customer, the Preferred Authorised repairer 
will be the original Selling Dealer of the Vehicle, specified in the order form at 
the time of purchase of the Vehicle. 
”Selling Dealer” an approved dealer of the Vehicle manufacturer’s network 
authorised to sell such vehicles. 
”Service Provider”: PSA Automobiles SA whose registered office is at 2-10 
Boulevard de l’Europe, 78300 Poissy, France. 
”Service(s)”: TELEMAINTENANCE service provided by the Service Provider to the 
Customer, as described in condition 2 below. 
”Telematics Unit”: unit fitted to the Vehicle, marketed as Connect Box or Connect 
SOS, including an integrated SIM card and capable of transmitting Vehicle data 
necessary for the provision of the Service.  
”Vehicle”: vehicle branded Peugeot, with the required technical specification, sold 
and registered in the Republic of Ireland and fitted with a Telematics Unit, as 
standard or as an option, which is compatible with the Service. 
”Warning”: a warning and accompanying information produced by the Service 
Provider’s information systems, using the technical information transmitted from the 
Vehicle’s Telematics Unit. 
"Website": the portal accessible through the Internet address in the "connectivity" 
section of the website of each Vehicle brand, on which the Customer can find any 
further information on the features and operation of the Services, as well as on the 
their availability and coverage based on the model and country of sale of the Vehicle. 
 
  2 SERVICE DESCRIPTION 
 
2.1 General - role of the different parties 
 
The Service Provider supplies the Service and therefore the contract for the 
provision of the Service (which includes these terms and conditions) is between the 
Service Provider and the Customer. 
 
The Vehicle is sold by the Selling Dealer to the Customer. 
 
The Selling Dealer acts on behalf of the Service Provider for the purposes of the 
Service, in relation to various activities. For example, the Selling Dealer, as part of 
the sale of the Vehicle will obtain the Customer’s signature of acceptance of these 
terms and conditions and can be a point of contact for the Customer.  
 
2.2 Automatic activation of network communications link 
 
After the Customer has subscribed to a connected service provided by the Service 
Provider (such as the Service), a network communication link is established between 
the Vehicle and the respective device management server and maintained to 
perform the necessary data disclosures for the connected service(s). In most of the 
cases, the network communication link will be automatically activated but in specific 
cases a physical activation operation must be carried out by a dealer. Please contact 
the Customer Care Team for more information (details for which are as set out in 
condition 12 below). 
 
If the Customer wishes to have control of the data disclosures, the Customer can 
choose at any time to restrict the respective data disclosures by changing the 
relevant Privacy Settings for the Vehicle. The way to change the respective Privacy 
Settings depends on the equipment of the Vehicle. Please refer to the Vehicle user 
manual/handbook or please contact the Customer Care Team for more information. 
 
If the Customer chooses to restrict the data disclosure this may limit the provision of 
the Service. 
 

Data disclosures necessary to perform the connection, device management, soft- 
and firmware updates and to manage default codes are not affected by privacy 
settings. 
 
Customers undertake to inform any person using the Service or occupying a place 
in the Vehicle that data is collected and disclosed. The Customer is informed that 
they are responsible for erasing all data relating to them which they have entered 
and stored in the Vehicle's system. 
 
2.3 Service Description 
 
When a Warning requires the intervention of a technician on the Vehicle, the 
Customer will receive an alert in order to offer an appointment at his Preferred 
Authorised repairer. 
 
If the Customer has an Application account, he will receive the alert from the Service 
Provider through a notification in the Application and by e-mail at the e-mail address 
specified when subscribing to the Service. 
 
If the Customer does not have an Application account, he will receive the alert via 
an e-mail sent to the e-mail address specified when subscribing to the Service (on 
the Website or on the order form when purchasing the Vehicle). 
 
If the Customer does not have an  Application account nor an e-mail address, he will 
receive the alert by SMS on his mobile phone using the phone number specified on 
the Customer’s Website personal account or as specified by the Customer in the 
order form at the time of purchase. 
 
The alert received by the Customer in that respect will contain a link to the online 
booking system, which will enable the Customer to make an appointment booking 
online with the Authorised repairer of his choice. 
 
If the Customer does not have an Application account nor an e-mail address nor a 
mobile phone number, he will be directly called on his fixed line by the Customer 
Care Team or by his Preferred Authorised repairer. The Customer will be directly 
contacted on his fixed line using the number specified on the Customer’s Website 
personal account or as specified by the Customer in the order form at the time of 
purchase of the Vehicle, in order to offer an appointment at the Authorised repairer 
of his choice. 
 
For the Customer who provides an e-mail address when subscribing to the Service 
(on the Website or on the order form when purchasing the Vehicle) a monthly report 
will be sent with a summary of the Warnings (if any) that occurred on his Vehicle in 
the 30 days prior to the date of the report. 
 
Please note that the Warning provided by digital alerts described above are not 
available in some countries as set out in Appendix 3. In those countries, the 
Customer can only be contacted by telephone (mobile phone or fixed line) by the 
Customer Care Team or his Preferred Authorised repairer. Therefore for the 
avoidance of doubt such customers would not receive a monthly report as described 
above. 
 
This appointment will only be made following agreement with the Customer and will 
take place at an Authorised repairer of his choice located in the Republic of Ireland. 
In the event that the Vehicle is not in the Republic of Ireland, but is in a country 
specified in condition 3.3, the Customer will be offered an appointment on their return 
to the Republic of Ireland, or be advised to use the relevant Roadside Assistance 
service. 
 
A Warning is detected and understood using the technical information transmitted 
from the Vehicle to the Service Provider information systems by the Telematics Unit. 
 
On the basis of this information, a Warning may be triggered for the following 
equipment categories: 
 
- Vehicle maintenance system (such as the service light)  
- Security systems (such as the Airbags) 
- Driving aid system (such as ESP) 
- Power train (including the engine) 
- Brake system (such as ABS) 
- Fluid levels (such as the oil level)  
 
If, from amongst these categories, any equipment is not fitted or is not technically 
able to transmit a Warning, due to the model or the Vehicle finish, no Warning can 
be transmitted for the equipment concerned. 
 
  



 

 

  3 NECESSARY CONDITIONS FOR THE TRANSMISSION OF WARNINGS  
 
3.1 Activation period 
 
The Service will be activated within 9 days after the initial Service subscription date, 
following remote configuration of the Vehicle. During this configuration time, the 
Customer must use the Vehicle regularly over a period of at least three (3) days, in 
an area with mobile phone operator coverage. The Customer must supply the 
Service Provider with a valid telephone number in order to activate the Service.  
 
The Customer is reminded that he does not need an e-mail address to subscribe to 
the Service. However, if he subscribes through the Website, he has to provide an e-
mail address to connect to his Website account and that e-mail address will be used. 
In the same way, if he subscribes though a Selling Dealer, the e-mail address 
supplied to the Selling Dealer will be used. 
 
3.2 Operating conditions 
 
Vehicle technical information and Warnings can only be transmitted where the 
following conditions are met: 
 
- the Vehicle engine must be running and the Vehicle must be located in an area 

with mobile phone operator coverage (without technical, atmospheric or 
topographical disturbances to the coverage). 

- If the engine is not running or if the Vehicle is not in an area covered by a mobile 
phone operator network, the information is stored and transmitted when the 
engine is next running, or on re-entry to an area covered by a mobile phone 
operator. 

- the Telematics Unit, or the units required for the operation of the Telematics Unit, 
must not have been damaged during an accident, theft or any other event. 

- the Customer has the telephone (the number for which the Customer has provided 
to the Service Provider) switched on and connected to the telephone network. 
 

Therefore for the avoidance of doubt monthly email report referred to in condition 2.3 
above may not reflect all relevant data if any of the above conditions were not met. 
 
For the best service experience, it is recommended that in addition: the Customer 
provide an e-mail address or download the Application on his smartphone. 
 
3.3 Territoriality 
 
The technical information necessary for the detection and interpretation of Warnings 
can only be transmitted by the Vehicle in the following countries, subject to the 
coverage of the telephone network in the area in which the Vehicle is located: 
France, Spain, Portugal, Benelux, the Netherlands, Germany, Austria, Switzerland, 
Italy, Poland, Czech Republic, Slovakia, Denmark, United Kingdom, Sweden, 
Norway. 
 
 
  4 DURATION OF THE SERVICE 
 
The Service will be provided by the Service Provider from the start of the activation 
period (as described in condition 3.1 above) for a duration of 3 years, starting on the 
first day of the Manufacturer’s new vehicle warranty period, as set out on the 
registration card. 
 
During this 3-year period the Service will terminate automatically or its performance 
may be affected if the communication network(s) used for its delivery is (are) no 
longer available or is (are) strongly saturated due to 2G and/or 3G network switch 
off, decided by the telecommunication carriers. The termination information will be 
made available on the Brand websites at least 30 days before the end of the Service.  
 
If not automatically terminated early as above, after this 3-year period the Service 
may continue for an undetermined period of time and the Manufacturer will be 
entitled to terminate it at any time for any reason. The information will be made 
available on the Brand websites at least 30 days before the end of the Service. 
 
 
During the term of the contract:,  

- The Service may be modified, including remotely, to take account of any 
regulatory changes or to include additional Warnings, in order to take into 
account technical changes and changes in general customer 
expectations.  

 
- The Service Provider may also delete the Service, in order to include the 

constituent services within a new service. 
- Access to the Service updates or access to the benefit of a new service 

replacing the Service may potentially be subject to the express 
acceptance by the Customer of a new version of the corresponding 
general terms and conditions of use. 

 
 
  5 LIMITATIONS – LIABILITY 
 
5.1 Limitations 
 
The Warnings and associated information do not cover all possible malfunctions and 
units, but only the Warnings that may be triggered by the equipment categories listed 
in condition 2 above, to the extent such equipment is fitted to the relevant Vehicle.  

The detection of Warnings and the associated Customer contact are for information 
purposes only. Their existence does not exempt the Vehicle user from: 
 
- complying with the instructions in the Vehicle user manual/handbook, 
- paying attention to the mileage appearing on the Vehicle's odometer, the passage 

of time, the alerts appearing on the Vehicle dashboard, the fluid levels, the Vehicle 
condition and any other indicator of a malfunction or technical problem, and 
subsequently taking all appropriate actions and particularly ensuring that all 
required technical operations are carried out. 
 

Mobile telephone network coverage, the topography of the area and the atmospheric 
conditions may, in some locations and at certain times, limit the Service operation, 
beyond the control of the Service Provider  
 
5.2 Liability 
 
Whilst the Service Provider will use reasonable efforts to ensure the availability of 
the Service, the Service Provider does not guarantee that the Service will be 
provided without interruption or will operate error free. The Customer is responsible 
for the use of the Service and therefore has total responsibility for any breach of third-
party rights, in particular, but not restricted to, any infringement of liberty or privacy, 
which may result from use of the Service by the Customer or other users of the 
Vehicle.  
 
The Service Provider shall incur no liability for the Customer’s use of the Service in 
a manner contrary to the laws of the country in which it is used, the, incorrect or 
wrongful use by the Customer or any third parties of the Service, or for the accuracy 
or otherwise of the information received by means of the Service. 
 
Similarly, the Service Provider has no liability in respect of any interruption in the 
communication networks enabling access to the Service, total or partial unavailability 
of the Service due to the telecommunications operator, or of problems connected 
with the security of transmissions due to the telecommunications operator or partial 
or total deterioration or the destruction of the Telematics box and its associated parts 
during an accident or any other event. The Service Provider shall not be liable if the 
telephone number or the e-mail provided by the Customer is not valid, does not work 
or if the message service is full, preventing the call from being received. 
 
The Service Provider does not exclude or limit in any way its liability for: 
a) death or personal injury caused by its negligence or the negligence of its 

employees, agents or subcontractors; 
b) fraud or fraudulent misrepresentation;  
c) breach of the Customer’s legal rights in relation to the Service including that the 

Service is satisfactory, that the Service is fit for its purpose and that the Service 
is as described.; and 

d) defective products under the Liability for Defective Products Act 1991. 
 
  6 FORCE MAJEURE 
 
Neither party shall be in breach of this agreement nor liable for delay in performing, 
or failure to perform, any of its obligations if such delay or failure result from events, 
circumstances or causes beyond its reasonable control including (but not limited to): 
  
- an order from the public authorities imposing the total or partial suspension of 

service of the mobile telephony operator necessary for the Service; or   
- a partial or total malfunction arising from disruptions to or interruptions in the 

means of communication provided by the telecommunication operators; or strikes 
or industrial disputes affecting the Service Provider or its suppliers. 

 
 7 DEACTIVATION - EARLY TERMINATION OF THE SERVICE 
 
The Service Provider reserves the right to terminate the Service remotely in the 
following cases:  
 
- where the Customer does not exercise the option to purchase the Vehicle at the 

end of a long term lease contract, 
- transfer or resale of the Vehicle by the Customer,  
- destruction of the Vehicle, 
- in the event of theft of the Vehicle or an accident, which results in the Vehicle being 

written off, 
- where a call is made to the Customer by or on behalf of the Service Provider in 

response to a vehicle alert using the most recent telephone number provided to 
the Service Provider by the Customer and the recipient of the call informs the caller 
that they are no longer the owner or keeper of the Vehicle. 

 
The Customer shall inform the Service Provider of the occurrence of any of the 
above events using the form available in Appendix 2 or by contacting the Customer 
Contact Centre in order to deactivate the Service.  
If the Customer does not inform the Service Provider about the transfer or resale of 
the vehicle, they accept that the Service Provider will deactivate the Service at any 
time.  
Furthermore, if the Customer no longer wishes to benefit from the Service, they may, 
at any point, request the deactivation of the Service via the form given in Appendix 
2 or by contacting the Customer Care Team.  
If the Customer subscribed to the Service through the Website, he can also cancel 
his agreement directly on the Website by going to Myaccount/ My Services 
Remote deactivation of the Service is not instantaneous and there may be a delay 
between receipt of a deactivation request and actual deactivation. 
  



 

 

  8 MALFUNCTION OF THE SERVICE 
 
In the case where the Customer notices any Service malfunction, they shall contact 
the Customer Care Team, whose contact details are detailed in condition 12. 
 
  9 REMOTE DEVICE MANAGEMENT & REMOTE SOFTWARE & FIRMWARE 
UPDATES 
 
As an integral part of the Service related to the performance of this Agreement, 
necessary device management and necessary software and firmware updates 
related to the soft- and firmware for the named connected service will be performed 
remotely, in particular by using "Over the Air"-technology.  
 
For this, a secure radio network connection between the Vehicle and the device 
management server will be established after each "ignition on" when a mobile 
telephone network is available. Depending on the equipment of the Vehicle, 
connection configuration must be set to "Connected vehicle" to allow the 
establishment of the radio network connection. 
 
Irrespective of a valid connected service subscription, remote product security or 
product safety related device management and software and firmware updates will 
be performed when the processing is necessary for the compliance with a legal 
obligation to which the respective manufacturer of the Vehicle is subject (e.g. 
applicable product liability law, e-call regulation) or when the processing is necessary 
in order to protect the vital interests of the respective vehicle users and passengers.  
 
The establishment of a secure radio network connection and the related remote 
updates are not affected by Privacy Settings and will be performed in principle after 
an initiation by the Vehicle user following a respective notification. 
 
  10 INTELLECTUAL PROPERTY  
 
The Service Provider (or its related companies) and its suppliers remain the sole 
holders of all intellectual property rights relating to the Service. The Service Provider 
grants the Customer a licence to use the Service. This licence is granted for the 
whole period of the subscription to the Service. 

 
  11 APPLICABLE LAW 
 
These general terms and conditions and any dispute or claim arising out of or in 
connection with them or their subject matter or formation shall be governed by and 
construed in accordance with the Consumer Protection Act 2007. 
 
Alternative dispute resolution is a process where an independent body considers the 
facts of a dispute and seeks to resolve it, without the Customer having to go to court. 
If the Customer is not happy with the way the Service Provider has handled any 
complaint, the Customer may want to contact the alternative dispute resolution 
providers the Service Provider uses. 
  
The Customer can refer a dispute to the Society of the Irish Motor Industry (SIMI). 
Further details can be found at https://www.simi.ie or alternatively the Customer may 
wish to contact their phone number at (01) 676 1690. If the Customer is not satisfied 
with the outcome the Customer can still bring legal proceedings through the 
Competition and Consumer Protection Commission (CCPC). 
 
  12 CUSTOMER CARE TEAM 
 
Customers may get in touch with the Customer Care Team for any request for 
information or complaint relating to the Service: 
- by telephone on (01) 529 56666. Call from any telephone on Monday-Friday from 

09:00 to 17:00 
- by e-mail via: customercare@peugeot.ie and are available to answer all of your 

questions 
- by post to the following address: Customer Care Team – Peugeot Ireland 

Customer Relations, Unit 2007 Orchard Avenue, Citywest Business Campus, 
Dublin 24, D24 RW52. 

 
The Service Provider will aim to respond to complaints from customers within a 
reasonable period of time and use reasonable efforts to find a satisfactory solution.  
 
 

 
 
 
 
 

  



 

 

APPENDIX 1 
 

Appendix 1 : European Connected Vehicles Privacy Policy 

This Privacy Policy for Connected Vehicles (“Privacy Policy”) applies to the Personal Data we process about users of the Connected Services through our 
Vehicle, Our Websites or Application who have signed the General Conditions as a Customer or who are authorized by a Customer to access and use the 
Connected Services. 
 
This Privacy Policy is drafted pursuant Article 13 of the EU Regulation 679/2016 (hereinafter “GDPR”) and will help you understand better how we handle your 
information. 
  
In this document, you will find some examples of how we process Personal Data, and Definitions referring to more detailed explanations (at the end this 
Privacy Policy) for the capitalized terms herein. If you would like any clarifications regarding this Privacy Policy or how your data are processed, please send 
your request to: dataprotectionofficer@stellantis.com.  

 
 

 

 
Who we are 

 
Depending on the Vehicle brand you have chosen, the independent Data Controller of your Personal Data is: 

➢ Stellantis Europe S.p.A., C.so Agnelli 200, 10135 - Turin, Italy; or  
➢ PSA Automobiles SA (Stellantis Auto S.A.S.), 2-10 Boulevard de l’Europe, F-78300 Poissy, France; 

(singularly “Car Manufacturer”, “we” or “us”). 
 

 

 

 
What data we 

collect and process 

 
In general, we may collect or receive the following information about you directly from you and third 
parties, depending on the type of Connected Services, and how you access them. 
You may find further details on the reasons why we process your Personal Data in the “Why we collect 
and process your Data” section below. The provision of your Personal Data is always free and without 
consequences except for the pursue of some purposes. 
 
Registration data and access to the Connected Services 
When you register to access the Connected Services, we will ask you to enter or confirm some Personal 
Data such as your name, surname, e-mail address, date of birth and mobile phone number, as well as 
other information such as the answer to a security question and a PIN code, in order to help us establish 
your identity when accessing services from the Vehicle Device or Our Websites and Application.   
 

Vehicle Data  
When using the Connected Services, we may collect (also over the air) improved Vehicle Data, such as 
driving data (e.g. location, speed and distances), engine running time and turning off time, if the battery 
cable is cut, battery diagnostics, movements with the key out, presumed collision, as well as diagnostic 
data such as, but not limited to, oil and fuel levels, tire pressure, and engine status. 
This Vehicle Data is linkable to you to the extent that it is associated with a Unique Identifier such as the 
Vehicle Identification Number or VIN, or your Connected Services account.  
 
Vehicle Device Data 
Through the Vehicle Device, we are able to collect and provide information on battery status, on the use 
of native applications installed on the Vehicle, as well as on mobile network connection, such as, for 
example, when you connect the Device to provide the Vehicle data connection.  
 
Data collected through the Application  
Through the Application, we may collect information on the Device it is installed on, for example, the 
Unique Identifier and information about your location. The Application allows you to check some 
information (e.g., location), to carry out some actions (e.g., opening the doors) or to set up alerts (e.g., 
geographical limits/areas) relating to the Vehicle. 
 
Information about your location  
We collect information about your location in order to provide Connected Services. For example, in order 
to provide roadside assistance we must collect and share the precise Vehicle location with roadside 
assistance service providers. Your location can be determined through:   

- the Vehicle Sensors; 
- the Device Sensors when you use the Application; and 
- the IP Address. 

You can limit our collection of your Vehicle’s location through the Vehicle Device settings (“Privacy 
Mode”) or those of the Device or Application, as described in the “How to control your Data and manage 
your choices” section below.  
Please note that you cannot refuse the use of Information about your location if this is required to provide 
Connected Services or to protect our interests and those of our customers, as explained below.  
 
Data inferred by your activity 
To the extent permissible under applicable data protection law, we may collect further information about 
you based on your interactions with the Connected Services. For example, we can understand your driving 
style, routes most travelled, places of interest.  
In some cases, Information about you is collected and combined through your interaction with Our 
Network and/or Our Websites and Application. 
In some other cases, if you contact us by email, mail, telephone or otherwise regarding the Vehicles or 
request other information, we collect and maintain a record of your contact details, communications, and 
our responses. If you contact us by telephone, more information will be provided during the call.  
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Source of Personal 

Data  

 
During the use of the Connected Services, we may collect data from third parties such as:  

- Data relating to drivers other than you. If you permit another driver to drive your Vehicle 
and/or access or use your Connected Services account, then you acknowledge and agree 
that we may make available and collect data during their use. As we are not aware who is 
the person using the Connected Services other than the Customer, all the information 
collected will be associated to you/your account.  

- Data relating to passengers. An example is the case of a presumed collision of the Vehicle, 
after which the Connected Services activate an emergency call to us and/or the public 
emergency services, which could involve the processing of your passengers' data. By way of 
example, but not limited to, other cases could include a change of ownership, when you 
purchase a company’s fleet, or if you indicate that the driver is not the owner of the Vehicle.  

If you provide us with the data of third parties, you are responsible for sharing such information with us 
and must be legally authorized to do so (i.e. authorized by the third party to share their information, or 
for any other legitimate reason). You must also fully indemnify us against any complaints, claims or 
demands for compensation of damages which may arise from the processing of third-party Personal Data 
in violation of applicable data protection law and from the processing of your Personal Data negligently 
made available by you through the Connected Services. 
 

 
 

Why we collect 
and process your 

Data 
Your Data serves the following purposes: 

 

 

Ease the collection and correction of your Data  
To the extent permissible under applicable data protection law, we use the Data provided by you to us 
(in particular, the information that you are already a customer of one or more Car Manufacturers) to 
update the information that we have about you as an owner of one of our Vehicles. In these cases, we 
will interrogate our databases to ease the update or to correct the available information we have about 
you as Customer.  
This processing is based on our legitimate interest in keeping up to data the quality of Personal Data 
about Customers. 

 

 

Providing the Connected Services and related support 
We use Data to help you connect to and use the Connected Services, including but not limited to 
emergency calls (e.g. eCall, Help, advanced roadside assistance), the Vehicle Health Report (VHR), change 
of ownership, and to respond to your requests, suggestions or reports. This purpose also includes 
optional services that allow you to share your Vehicle Device Data history and functions through the 
Application. When some Connected Services chosen by you are not provided directly by us but by our 
Commercial Partners, we will only provide the Data strictly necessary for providing those services. 
This processing is based on the execution of a contractual obligation indicated in the General Conditions 
or pre-contractual measures taken at your request. 

 

 

Sharing Vehicle Data with Car Manufacturer 
We may share Vehicle Data collected during the provision of the Connected Services with Stellantis Car 
Manufacturer to allow the latter to improve Vehicles and Connected Services; to measure the 
effectiveness of their services and the creation of new services. Vehicle Data is processed as Personal 
Data and/or as Aggregated Information, thus, not associated with Personal Data relating to you.  
This processing is based on our legitimate interest in creating and maintaining Vehicle and services that 
are genuinely useful to our customers.    
The processing can also be performed when you have given your consent.    

 
Once transmitted or collected, your Data may also be used for the following purposes: 
 

 

 

Complying with legal and tax obligations 
We may use your Data to comply with legal and tax obligations (e.g., product liability etc.), which 
are the legal basis for such processing of your Data. These obligations may include the 
communication of certain Data (e.g., Vehicle Data) to public authorities should it is so required by 

national and/or European legislation (e.g., the European Environment Agency (EEA) pursuant to 
Regulation (EU) 2021/392) and any recall notices we are required to issue in our capacity as a 
manufacturer of the Vehicle. If these notices are not required by law in your country, we will send 
them regardless, as explained in more detail in the “Protecting our interests and your interests” 
section below. 

 

 

Detecting anomalies in the Connected Services or the Vehicle 
We may use your Data, especially the Vehicle Data and Vehicle Device Data, to detect and (if 
possible) to avoid anomalies in the Connected Services or the Vehicle.  
This processing is based on the need to provide the Connected Services in the manner and 
timeframe indicated  by the General Conditions, as well as on our legitimate interest in ensuring 
the Vehicle efficiency to the extent possible. You will not receive any communications in this 
regard, unless in response to your anomaly report.  
 



 

 

 

 

Protecting our interests and your interests 
To the extent permissible under applicable data protection law, we may need to use your Data to 
detect, react to, and prevent fraudulent and illegal behavior or activity which could compromise 
your or our security. This purpose includes audits and assessments of our business operations, 
security controls, financial controls, records and information management program, and 
otherwise relating to the administration of our general business, accounting, record keeping and 
legal functions. We will also use your Data to send you communications about the safety of your 
Vehicle/fleet (e.g. recall campaigns, software updates, etc.), even if there is no established legal 
requirement to this effect in the country you are in. In this regard, please mind that some Vehicle 
Data (i.e., diagnostic data and VINs without any further association to your person) will be sent to 
the European Environment Agency (EEA) based on a task carried out in the exercise of official 
authority vested in us pursuant to Regulation (EU) 2021/392. These are not promotional, but 
service communications to ensure your safety when using your Vehicle. This purpose is based on 
the legitimate interest in safeguarding our interests and protecting our customers, including you.   
 

 

How we use your 
Data (method of 

processing) 

Data collected for the purposes indicated above are processed both manually and via automated 
processing, through programs and/or algorithms that analyze information such as Data inferred 
by your activity. Your Data also may be subject to Combination and/or Crossing, to the extent 
permissible under applicable data protection law. For example, this allows us to distinguish the 
owner from the Vehicle data associated with you.   

 

 

 
How we may 

disclose your Data 

We disclose your Data with the following list of persons/entities (“Recipients”):  
- Persons authorized by us to perform any of the data-related activities described in this 

document: our employees and collaborators who have undertaken an obligation of 
confidentiality and abide by specific rules concerning the processing of your Data; 

- Our Data Processors: external subjects to whom we delegate some processing 
activities. For example, security systems providers, accounting and other consultants, 
data hosting providers, etc. This category also includes Our Network and service 
providers, who help us provide roadside assistance, so they can recognize you as our 
customer and offer you the same services anywhere in Europe. We have signed 
agreements with each of our Data Processors to ensure that your Data is processed 
with appropriate safeguards and only under our instruction; 

- System administrators: our employees or those of Data Processors to whom we have 
delegated the management of our IT systems and are therefore able to access, modify, 
suspend or limit the processing of your Data. These subjects have been selected, 
adequately trained and their activities tracked by systems they cannot modify, as 
provided for by the provisions of the competent Supervisory Authority; 

- Our Commercial Partners: when some Connected Services chosen by you are not 
provided directly by us but by our Commercial Partners, we will only communicate the 
Data strictly necessary for providing those services. Each of the above carries out the 
processing as the Independent Data Controller of your Data. 

- Car Manufacturers: our Car Manufacturers to whom we may share Vehicle Data 
collected during the provision of the Connected Services in order to improve Vehicles 
and Connected Services; 

- Law enforcement or any other authority whose provisions are binding for us: we 
disclose your Data (including Vehicle location) for emergency and public safety 
purposes, such as where necessary to enable law enforcement, roadside assistance and 
first responders to locate you after a presumed collision activates an emergency call to 
rescue services (e.g. eCall), or to enable law enforcement to locate the Vehicle if it has 
been reported stolen. In general, when we have to comply with a judicial order or law 
or defend ourselves in legal proceedings.  

 

 

 
Where your Data is 

located 

We are a global company and the Connected Services are available in multiple jurisdictions worldwide. 
This means that your Data may be stored, accessed, used, processed, and disclosed outside your 
jurisdiction, including within the European Union, the United States of America, or any other country 
where our Data Processors and sub-processors are located, or where their servers or cloud computing 
infrastructures may be hosted. We take steps to ensure that the processing of your Data by our Recipients 
is compliant with the applicable data protection laws, including EU law to which we are subject. Where 
required by EU data protection law, transfers of your Data to Recipients outside of the EU will be subject 
to adequate safeguards (such as the relevant EU standard contractual clauses for data transfers between 
EU and non-EU countries), and/or other legal basis according to the EU legislation. For more information 
on the adequate safeguards we have implemented with regard to Data that is transferred to third 
countries, please write to us at: dataprotectionofficer@stellantis.com 

 

 

 
How long we retain 

your Data 

 
Data processed for the purposes indicated above will be kept for the period deemed strictly necessary to 
fulfil such purposes. Data processed in compliance with the legal obligations to which we are subject is 
kept for the period required by law. Personal Data processed to protect our interests, and our users' 
interests are kept until the time provided for by the applicable law to protect our interests. Once the 
relevant retention period/criterion has expired, your Data is erased pursuant to our retention policy. 
You can ask us for more information on our data retention criteria and policy by writing us here: 
dataprotectionofficer@stellantis.com 

 

  
How to control 
your Data and 

 
At any time, you can ask to:  

- Access your Data (right of access): depending on your interactions with us, we will provide the 
Data we have related to you, such as your name, age, e-mail address and preferences. 

mailto:dataprotectionofficer@stellantis.com
mailto:dataprotectionofficer@stellantis.com


 

 

 

manage your 
choices 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

 
 

 

- Exercise your right to portability of your Personal Data (right of data portability): where 
applicable, we will provide you with an interoperable file containing the Data we have about 
you.  

- Correct your Data (right to rectification): for example, you can ask us to modify your e-mail 
address or telephone number if they are incorrect; 

- Limit the processing of your Data (right to restriction of processing): for example, when you 
think that the processing of your Data is unlawful or that processing based on our legitimate 
interest is not appropriate; 

- Delete your Data (right to erasure): for example, if you do not want us to keep your data and 
there is no other reason for keeping it (e.g. if you are no longer the owner of the Vehicle and 
do not want to remain in touch with us);  

- Object the processing activities (right to object) 
- Withdraw your consent (right to withdrawal) 

 
You can exercise any of the above rights or express any concern or make a complaint regarding our use 
of your Data directly at: https://privacyportal.stellantis.com.  
 
At any time, you may also: 

- contact our Data Protection Officer (DPO), here dataprotectionofficer@stellantis.com  
- contact the competent Supervisory Authority, here you can find the list of all the Supervisory 

Authorities by country https://edpb.europa.eu/about-edpb/board/members_en  
- review and update much of the Data that you have submitted by logging into your account 

and updating your profile information. Please note that we may maintain copies of information 
that you have updated, modified, or deleted, as permitted, in our business records and in the 
normal course of our business operations, as permitted or required by applicable law. You may 
also access Vehicle Health Reports, and Vehicle location through your Services account. 

- stop remote transmission and collection of Vehicle Data from your Vehicle, except for 
emergency and roadside services and Wi-Fi-enabled services. Certain in-vehicle safety, 
diagnostic and other systems may continue to generate and store performance, safety and 
diagnostic information, which may be accessed by Our Network and others who service your 
Vehicle.  

- Unsubscribe from free trial for and access to certain third-party subscription-based services, 
including SiriusXM Radio and Wi-Fi hotspot. If you subscribe to these third-party services at 
the end of your free trial, you must contact these Commercial Partners directly if you would 
like to subsequently cancel your third-party subscription. 

 

 
 

 
How we protect 

your Data 

 
We take reasonable precautions from a physical, technological and organizational point of view to 
prevent the loss, misuse, or modification of Data under our control. For example: 

- We ensure that your Data is only accessed and used by, transferred or disclosed to 
Recipients that need to have access to such Data. 

- We also limit the amount of Data accessible, transferred or disclosed to Recipients to 
only what is necessary to fulfill the purposes or specific tasks performed by the Recipient. 

- The computers and servers where your Data is stored are kept in a secure environment, 
are password-controlled with limited access, and have industry standard firewalls and 
anti-virus software installed. 

- Paper copies of any documents containing your Data (if any) are kept in a secure 

environment as well.  
- We destroy paper copies of documents containing your Data that is no longer needed.  
- When destroying Data recorded and stored in the form of electronic files that is no 

longer needed, we make sure that a technical method (for example, low level format) 
ensures that the records cannot be reproduced. 

- Laptops, USB keys, mobile phones and other electronic wireless devices used by our 
employees who have access to your Data are protected. We encourage employees not 
to store your Data on such devices unless it is reasonably necessary for them to do so to 
perform a specific task as outlined in this Privacy Policy. 

- We train our employees to comply with this Privacy Policy and conduct monitoring 
activities to ensure ongoing compliance and to determine the effectiveness of our 
privacy management practices. 

- Any Data Processor that we use is contractually required to maintain and protect your 
Data using measures that are substantially similar to those set out in this Privacy Policy 
or required under applicable data protection law. 

In case required by the applicable legislation, if a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Data transmitted, 
stored or otherwise processed, will be notified to you and to the competent data protection 
authority as required (for example, unless Data is unintelligible to any person or the breach is 
unlikely to result in a risk to your rights and freedoms and those of others). 
Customers are responsible for maintaining the security of any password, user ID or other form of 
authentication involved in obtaining access to the Connected Services and their account. In order 
to protect you and your data, we may suspend your use of any of the Connected Services, without 
notice, pending an investigation, if any security issue arises. Access to and use of password 
protected and/or secure areas of any of the Connected Services or your associated account are 
restricted to authorized users only. Unauthorized access to such areas is prohibited and may lead 
to criminal prosecution or civil action. 
 

   

https://privacyportal.stellantis.com/
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 What this Privacy 
Policy does not 

cover 

This Privacy Policy explains and covers processing that we carry out as Data Controller. 
This Privacy Policy does not cover processing carried out by subjects other than us, including and in 
particular:  

- processing carried out by Our Network;  
- processing carried out by Car Manufacturers as independent Data Controllers; 
- processing carried out by other Commercial Partners as independent Data Controllers 

of certain additional Connected Services. 
- processing carried out by national emergency number operators in case of emergency 

calls (eCall);  
- processing carried out by regulatory authorities, law enforcement or other judicial or 

government entities. 
Regarding these cases, we are not responsible for any processing of your Data that is not covered 
by this Privacy Policy.  
 

 
Usage of data for 
other purposes  

If we should need to process your Data differently or for purposes other than those indicated herein, 
you will receive specific notice before such processing begins. 

 
 

Changes to the 
Privacy Policy 

We reserve the right to adapt and/or change this Privacy Policy at any time. We will inform you of 
any substantial adaptations/changes. 

 
 

License 
The icons illustrated in this Notice are “Data Protection Icons” by Maastricht University European 
Centre on Privacy and Cybersecurity (ECPC) CC BY 4.0. 

 
 

 
Definitions Aggregated information: refers to statistical information about you that does not contain your 

Personal Data.  

Application: means any mobile application for Connected Services. 

Brand: means Fiat, Fiat Professional, Alfa Romeo, Lancia, Jeep, Abarth, Peugeot, Citroën, DS 
Automobiles, Vauxhall or Opel (as applicabie).   

Car Manufacturers: singularly or collectively refers to the following entities acting as manufacturer 
of Vehicles: Stellantis Europe S.p.A. Corso Agnelli 200, 10135 Turin, Italy; Stellantis Auto S.A.S., 2-10 
Boulevard de l’Europe, F-78300 Poissy, France; Opel Automobile GmbH, Bahnhofsplatz, D-65423 
Rüsselsheim am Main, Germany. For the purpose of this Privacy Policy the Car Manufacturer is the 
one producing a specific Vehicle brand currently as follows: Stellantis Europe S.p.A. for Fiat, Fiat 
Professional, Alfa Romeo, Lancia, Abarth and Jeep; Stellantis Auto S.A.S. for Peugeot, Citroën and DS 
automobiles; Opel Automobile GmbH for Opel and Vauxhall. 

Combination and/or Crossing: this is the set of fully automated and non-automated operations 
which we combine with the Data inferred by your activity, the Data provided by you to provide the 
Connected Services.  

Commercial Partners: means third-party entities to whom we communicate the Data strictly 
necessary for providing Connected Services that you have required but that are not provided directly 
by us (eg. Internet connection for the Vehicle). We will only communicate the Data strictly necessary 
for providing those services. Each of the above carries out the processing as the Independent Data 
Controller of your Data. 

Connected Services: refers to the set of services described in the General Conditions of the Data 
Controller, as well as the standard and optional services, if activated.   

Customer: refers to the person who signed the General Conditions for the Connected Services.  

Data Controller: refers to the legal person, public authority, service or other entity which, individually 
or collectively determines the purposes and means for processing your Personal Data. In other cases, 
it is preceded by the word "independent" (e.g. "Independent Data controller") to indicate that your 
Personal Data is processed by a subject other than the Data Controller. 

Data Processor: refers to an entity that we engage to process your Personal Data solely on behalf of 
and pursuant to the written instructions of the Data Controller. 

Device Sensors: depending on your Device, these are sensors such as accelerometers, gyroscopes, 
Bluetooth, Wi-fi and GPS which one way or another share the information they collect through the 
Device and therefore through the Application. If enabled by the Device settings, these allow us to 
obtain Information about your location. 

Device: means the electronic Device (e.g. smartphone, smartwatch) on which you downloaded the 
Application and/or with which you access the Connected Services.   

General Conditions: mean the "General conditions of connectivity-based services” you signed when 
you activated the Connected Services, which is always available on Our Websites and Application. 

Our Network: these are retailers and/or dealers and/or repairers with whom the Data Controller has 
signed commercial agreements for the sale of its vehicles and fleets, and who provide assistance 
services. 

Our Websites: include our social network pages and some sections of Our Network’s websites where 
this privacy policy is available. 

Personal Data: means any information relating to an identified or identifiable natural person. 
Examples include, e-mail address (if it refers to one or more aspects of an individual), name and 
surname, an ID document, a mobile phone number or Unique Identifiers such as a Vehicle 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9727446
https://www.maastrichtuniversity.nl/ecpc/csr-project
https://www.maastrichtuniversity.nl/ecpc/csr-project
https://creativecommons.org/licenses/by/4.0/


 

 

Identification Number (VIN). For your convenience, we will collectively indicate all Personal Data 
mentioned so far as “Data”. 

Unique Identifiers: means information that uniquely identifies you or through which you may be 
identified. On a Vehicle, the Unique Identifiers are the license plate number and Vehicle 
Identification Number (VIN). 

Vehicle Data: means any technical, diagnostic and real-world data that is possible to collect via the 
Vehicle Device installed on the Vehicle (e.g., location, speed and distances, engine running time and 
turning off time; if the battery cable is cut, battery diagnostics, movements with the key out, 
presumed collision, as well as diagnostic data such as, but not limited to oil and fuel levels, tire 
pressure and engine status). 

Vehicle Device: means singularly or collectively a device capable to collect Vehicle Data and the 
telematic Device (and associated sim card) installed on the Vehicle and better described in the 
General Conditions. 

Vehicle Sensors: these are sensors such as Wi-fi and GPS which in one way or another share the 
information they collect through the Vehicle Device. 

Vehicle: refers to a vehicle of a brand of Stellantis Group. 
 

 

 
 

  



 

 

APPENDIX 2: CANCELLATION FORM FOR SERVICE CONTRACTS 
 
 
 
 
To: [Brand]Customer Care Team –  
 

I hereby give notice that I cancel my contract for the supply of the following service: 

 
Telemaintenance 

 
Ordered on: 

 

VIN number of Vehicle: 
 

Name of consumer: 
 

Address of consumer: 

 
 

Signature of consumer(s) (only if this form is notified on paper), 

 
Date 

  



 

 

APPENDIX 3: TERRITORY 

 

Countries included in geographic 
coverage 

Customer 
Care Team 

Call Centre  Supplier 
Address 

Digital  Alerts 
Preferred Authorised 

Repairer 

BELGIUM    X 

FRANCE X 

SITEL: 

13 Rue du Bois Joli, 63800 
Cournon-d'Auvergne 

X X 

GERMANY X 

MAJOREL: 

Hoeltenweg 33 

48155 Muenster 

Germany 

 X 

ITALY X 

INTERAGO SERVIZI SRL 

VIA MAR DELLA CINA  

276 ROMA 

X X 

NETHERLANDS X 
SITEL: 
Twentheplein 11, 7607 GZ 
Almelo 

  

PORTUGAL  

MAJOREL: 
 Centro Empresarial El 
Trovador  - Plaza Antonio 
Beltrán, Nº 1 - 50002 
ZARAGOZA 

X X 

SPAIN  

MAJOREL: 

 Centro Empresarial El 
Trovador  - Plaza Antonio 
Beltrán, Nº 1 - 50002 
ZARAGOZA 

X X 

UNITED KINGDOM X 

SITEL: 

Earlsdon Park,First Floor 53-
55 Butts Road, Coventry, 
Coventry CV1 3BH, United 
Kingdom 
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